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Session Objectives
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• What is internal control and why is it so 
important?
• What tools can I leverage to design and 

implement an effective system of internal 
control?
• How do I apply the GAO Green Book?



© AGA |

What is internal control?
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• An integral component of an organization’s management that 
provides reasonable assurance that the objectives of the 
organization are being achieved

• Objectives and related risks can be broadly classified into three 
categories:
• Efficient and effective operations
• Reliable reporting
• Compliance with laws and regulations
• The plans, methods, policies, and procedures used to fulfill the 

mission, strategic plan, and objectives of the organization
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Fundamental concepts
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• Geared towards the achievement of objectives
• Operations
• Reporting
• Compliance

• A process that is continuously evolving
• Effected by the organization’s people and the 

actions they take (or fail to take)
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Fundamental concepts (cont.)
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• Provides reasonable, but not absolute, assurance
• Adaptable and flexible
• Comprised of the five components working in an integrated 

manner
• Control environment
• Risk assessment
• Control activities
• Information and communication
• Monitoring
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Why is internal control important?
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• Helps managers achieve desired results
• Efficient program operations (delivering public services to us –

the citizens)
• Effective stewardship of public resources (our taxpayer dollars)

• Provides reasonable assurance that the amounts and disclosures 
reported in the organization’s financial statements are materially 
accurate

• Necessary in achieving a “clean” audit opinion with no reportable 
internal control deficiencies

• Important in municipal bond ratings (evaluating the credit risk in 
determining whether to purchase)
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Why is internal control really important?
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• Serves as the first line of defense in safeguarding assets and preventing 
fraud

• Misappropriation of cash and other assets
• Fraudulent financial reporting (perhaps to cover up misappropriation or to 

achieve a desired outcome)
• Helps to deter public corruption

Avoid embarrassment, public humiliation and ending up on the 
front page of the newspaper!v
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The Trusted Treasurer - Rita Crundwell

https://www.youtube.com/watch?v=
WAYtaFxlw3M

https://www.allthequeenshorsesfilm.c
om
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https://www.youtube.com/watch?v=WAYtaFxlw3M
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Rita Crundwell

– Grew up on a family farm near Dixon, Illinois (population 
~15,000)

– Appointed treasurer/comptroller of Dixon in 1983
– Embezzled ~$53 million from the city from 1990 to 2012
• 1991 - $181,000 
• 2008 - $5.8 million
– Arrested April 17, 2012; pled guilty Nov 14, 2012
– Sentenced to 19 years, 7 months in prison on February 14, 

2013 
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How Did She Do It?

– Opened a bank account called Reserve Sewer Capital 
Development Account (RSCDA) with herself as the only 
signatory

–Moved City funds into a legitimate City account -
Capital Development Account (CDA)

– Created phony invoices that she paid with CDA checks 
payable to ‘Treasurer’

– Deposited checks into the RSCDA
– Used funds to run her thoroughbred horse farm and 

business

11
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Rita’s $2.1 Million Motor Coach
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How Did She Get Caught?

–While Rita was away at a horse show, another city 
employee discovered the RSCDA account
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She was released in August 2021
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Dixon, IL – Monetary Impact
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– $10 million – attorneys fees for investigating the fraud 
and negotiating settlements with accounting firms and 
the bank

– $35.15 million – settlement with the CPA firm that 
assisted Dixon with accounting and financial 
management

– $1 million – settlement with the CPA firm that performed 
Dixon’s annual audit since 2006

– $3.85 million – settlement with the bank where Dixon’s 
accounts were maintained and where Crundwell set up 
the RSCDA account
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Dixon, IL – Net Loss
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– Amount misappropriated $54 million
– Attorneys fees $10 million
– Loss to Dixon $64 million

– Recovery from asset sale $10 million
– Settlement with CPA firms, bank $40 million
– Dixon’s net monetary loss $14 million

No price can be set for the loss of faith in the city’s public 
officials



© AGA |

What could Dixon have done?
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• A study of reported occupational fraud cases in public sector entities published in 
the Journal of Government Financial Management* noted the following top three 
internal control weaknesses:
• Lack of management or independent reviews
• Abuse of authorizations to access cash, other assets or to information systems
• Inadequate level of transaction recordkeeping / documentation

*Winter 2014 edition

Strong internal control activities and segregation of duties, many of which can be 
integrated and automated within an organizations’ financial management or ERP 
system can help mitigate the risk of fraud and mismanagement.
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Standards for Internal Control 

– GAO has issued standards 
for internal control in the 
government

– Effective beginning FY 2025
– www.gao.gov/greenbook 

18
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Standards for Internal Control 

– The Green Book is written for 
government
• Leverages the COSO Framework
• Uses government terms
– Can be used by management to 

understand requirements and by 
auditors to understand criteria

– Cited in OMB’s Uniform Administrative 
Requirements § 200.303 Internal 
Control Requirements as  
standards/guidance for establishing 
and maintaining effective internal 
control over a federal award 

• Five components of internal 
control, 17 principals

• All components and principles are 
requirements for establishing an 
effective internal control system

• The attributes are application 
material, providing further 
explanation of the requirements

19
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Green Book 

Overview

Standards
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Green Book: Overview

– Fundamental concepts of 
internal control

– Establishing an effective 
system of internal control

– Evaluation of internal control
– Additional considerations

Overview

Standards

21
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Overview: Components and Principles

– The five components of internal control must be 
effectively designed, implemented, and operating, and 
operating together in an integrated manner, for an 
internal control system to be effective.

– The 17 principles support the effective design, 
implementation, and operation of the associated 
components and represent requirements necessary to 
establish an effective internal control system.

– In general, all components and principles are relevant 
for establishing an effective internal control system.

22
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Overview: Attributes

– The Green Book also contains application guidance in 
the form of attributes. 

–Management considers attributes when designing, 
implementing, and operating the associated principles. 

– Attributes provide further explanation of the principles 
and may also contain minimum documentation 
requirements. 

– Other than the minimum documentation requirements 
contained within attributes, an attribute does not 
impose a requirement.

23
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Overview: Factors of Effective Internal Control

– An effective internal control system is designed to provide 
reasonable assurance that the organization will achieve its 
objectives. An effective internal control system has each of the 
five components of internal control effectively designed, 
implemented, and operating and the five components operating 
together in an integrated manner.

– To determine whether an internal control system is effective, 
management assesses the design, implementation, and 
operating effectiveness of the five components and 17 principles. 
If a principle or component is not effective, or the components 
are not operating together in an integrated manner, then an 
internal control system cannot be effective.

24
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Green Book: Standards

– Explains principles for each 
component
• Control Environment
• Risk Assessment
• Control Activities
• Information and Communication
• Monitoring
– Provides further explanation of the 

principles in the form of attributes

Overview

Standards

25
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Green Book: Components and Principles
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Control Environment
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Risk Assessment
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Control Activities
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Information and Communication
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Monitoring
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Correlation to GAO Green Book 
Principles
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Control Environment
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GAO Green Book Principles  Dixon deficiencies in its system of internal control 
   
Principle 2. The oversight body 
should oversee the entity’s internal 
control system. 

 • Dixon’s City Council and Mayor did not oversee the 
design, implementation, and operation of the city’s 
internal control system or provide direction on the 
remediation of any deficiencies.  

• Few internal controls in place. 
• Crundwell was allowed to make decisions and 

perform Treasurer duties with virtually no oversight. 
 

 
 

Principle 3. Management should 
establish an organizational 
structure, assign responsibility, and 
delegate authority to achieve the 
entity’s objectives. 

 • The assignment of responsibility and delegation of 
authority did not promote achievement of the city’s 
objectives. 

• No consideration of the overall responsibilities 
assigned to Crudwell.  

• Excessive level of authority assigned to Crundwell. 
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Control Environment (cont.)
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GAO Green Book Principles  Dixon deficiencies in its system of internal control  
 

 

Principle 4. Management should 
demonstrate a commitment to 
recruit, develop, and retain 
competent individuals. 

 • No succession or contingency plans for the 
Treasurer role.  

• No identification and training of a succession 
candidate or at a minimum, an alternate individual. 

 
 

 

Principle 5. Management should 
evaluate performance and hold 
individuals accountable for their 
internal control responsibilities. 

 • No accountability for performing assigned internal 
control responsibilities.  

• No consideration of internal control responsibilities 
in determining overall performance objectives or in 
evaluating performance. 
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Risk Assessment
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GAO Green Book Principles  Dixon deficiencies in its system of internal control 
   
Principle 6. Management should 
define objectives clearly to enable 
the identification of risks and define 
risk tolerances. 

 • Dixon did not define objectives. 
• Consequently Dixon was unable to identify risks to 

achieving its objectives or determine risk 
tolerances. 

 
 

 

Principle 7. Management should 
identify, analyze, and respond to 
risks related to achieving the 
defined objectives. 

 • Dixon did not perform a risk assessment to identify 
risks. 

• Consequently it was unable to identify internal 
controls to mitigate these risks. 
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Risk Assessment (cont.)

36

GAO Green Book Principles  Dixon deficiencies in its system of internal control 
   
Principle 8 – Management should 
consider the potential for fraud 
when identifying, analyzing and 
responding to risks. 

 • Dixon did not consider the potential for fraud of 
taxpayer dollars.  

• Dixon did not consider the fraud risk factor of 
opportunity: lack of internal controls and ultimate 
trust in Crudwell provided an opportunity to commit 
fraud. 

 
 

 

Principle 9 – Management should 
identify, analyze, and respond to 
significant changes that could 
impact the internal control system. 

 • Dixon did not consider changing conditions that 
could affect the city and its environment (e.g., 
reduced state funding resulting in the need for city 
budget cuts).  

• Dixon did not analyze the effect of changes on the 
internal control system and determine whether 
existing controls are effective for meeting objectives 
or addressing risks under the changed conditions. 
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Control Activities
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GAO Green Book Principles   Dixon deficiencies in its system of internal control 
    
Principle 10 – Management should 
design control activities to achieve 
objectives and respond to risks. 

  • No comparison of actual performance to expected 
results and analysis of significant differences. 

• Lack of effective management of the city’s 
workforce. 

• No physical control over vulnerable assets or limits 
of access to resources and records – e.g., control 
log of check stock, accountability of issued checks) 

• No segregation of duties - authorizing transactions, 
processing and recording them, reviewing the 
transactions, and handling any related assets 
• Disbursements by check should require the 

approval and signature of an individual other 
than the individual recording the transaction 
and the individual reconciling the bank 
account.  

• Opening a new bank account should require 
the approval and signature from someone 
outside of the transaction processing role. 

• Invoice approvals should require verification of 
receipt of goods/services 

• No mandatory vacation and/or rotation of duties 
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Control Activities (cont.)
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GAO Green Book Principles  Dixon deficiencies in its system of internal control 
   
Principle 12 – Management should 
implement control activities through 
policies. 

 • No policies documenting the internal control 
responsibilities. 

• No periodic review of policies, procedures, and 
related control activities for continued relevance 
and effectiveness. 
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Information and Communication

39
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Monitoring
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GAO Green Book Principles  Dixon deficiencies in its system of internal control 
   
Principle 16 – Management should 
establish and operate monitoring 
activities to monitor the internal 
control system and evaluate the 
results. 

 • Dixon did not perform any monitoring of its system 
of internal control. 

• Consequently Dixon would not have understood if 
an internal control was not operating effectively or if 
there was a control gap (i.e., no internal control).  

 
 

Principle 17 – Management should 
remediate identified internal control 
deficiencies on a timely basis. 

 • Since there was no monitoring activities, issues 
were not evaluated or remediated through 
corrective actions. 
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